IIpunoxenne 2.

NudopmannonHas namMfATKa IJsA 00y4AlIIMXCH ISl pa3MellleHus Ha o(GUUMAIBLHBIX
HHTEPHET-pecypcax

C xaxIbIM ro0M MOJIO/Ie:KM B HHTEPHeTe CTAHOBUTCS OOJIbIIE, a IKOJBHUKN OJTHU U3 CaMbIX
aKTHBHBIX moib3oBarened PyHera. Mexay TeM, IIOMEMO OrPOMHOIO  KOJIMYECTBA
BO3MOJKHOCTEH, HHTEPHET HECET W MPOOJIEMbl. JTa MaMsATKa JOJKHA IMOMOYh TeOe 0e30MmacHo
HAXOJIUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnbroTepHblii BHPYC - 3TO pPa3sHOBUIHOCTh KOMIIBIOTEPHBIX MPOrpaMM, OTIUYUTEIbHOMN
OCOOCHHOCTBIO KOTOPOIl SIBJISIETCS CIIOCOOHOCTh K pPa3MHOXEHHIO. B JomonHeHune K 3ToMmy,
BUPYCHl MOTYT TIOBPEIUTh WIU TIOJHOCTHIO YHHYTOXUTh Bce (allibl W JIaHHBIE,
MOJIKOHTPOJIbHBIE MTOJIB30BATENI0, OT HMEHH KOTOPOro Oblia 3alylleHa 3apa)KeHHas IporpaMma,
a TakXXe MOBPEAUTh WIH JaKE YHUUTOXKHUTH OMEPAIMOHHYIO CHCTEMY CO BceMHu Qaitmamu B
1enoM. B GonbIInHCTBE cllydaeB pacnpoCTPaHSIIOTCS BUPYChI Yepe3 HHTEPHET.

Mertoapl 3aIUTHI OT BPETOHOCHBIX MPOTPAMM:

1. Mcnionb3yii COBpEeMEHHBIE ONEPANIMOHHBIE CUCTEMbI, UMEIOIINE CEPHE3HBIN YPOBEHB 3aIUThI
OT BPEIOHOCHBIX IIPOrPaMM;

2. TlocrossHHO ycTaHaBnaWBaiW mauTu (UU(POBBIE 3alIaTKH, KOTOPHIE AaBTOMATHYECKH
YCTaHABIMBAIOTCA C IENbI0 JOpAaOOTKM TMpOTpaMMbl) U JpYrue OOHOBIICHUS CBOEHU
omnepanroHHoi cucteMbl. CkauynuBai UX TOJIBKO ¢ oHUIIMaIbHOTO caiita paspadorunka OC. Eciu
CYIIECTBYET PEKUM aBTOMATHUYECKOTO OOHOBIICHUS, BKIIIOYH €T0;

3. PaboTait Ha cBOeM KOMIBIOTEpPE MO NMPaBaMH IOJIb30BATENs, @ HE aJIMUHUCTpAaTOpa. DTO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaMM HHCTAJUIMPOBATHCS HA TBOEM MEPCOHATBHOM
KOMIIBIOTEPE;

4. Hcnonb3yll aHTUBUPYCHBIE NPOrPAMMHBIE MPOAYKTHl HM3BECTHBIX MPOU3BOJUTENCH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannupb pU3NUECKHUIA TOCTYT K KOMIBIOTEPY 7Sl TOCTOPOHHUX JIHII,

6. Vcnonp3yil BHENIHWE HOCUTETH HHPOpMAIMH, Takue Kak (ienka, AUCK Wi (ailn u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkphIBaii KOMIBIOTEpHBIC (HANIIBI, TTOJYYCHHBIC U3 HEHAJACKHBIX MCTOYHHKOB. [[axe Te
(aiinel, KOTOpPbIE TpUCa TBOIM 3HAKOMBIN. JlyuIle yTouHU y HEro, OTIPABIISL JIM OH TeOe UX.
Cern WI-FI

Wi-Fi - 370 He BUj nepeaauu JaHHBIX, HE TEXHOJOTHsI, a BCETo JIHIbL OpeH 1, Mmapka. Emie B 1991
rojy HUJEpJIaHIcKas KommaHusi 3apeructpupoBana Opera "WECA", uyrto o00603Hauano
cioBocouetanue "Wireless Fidelity", koTopslii mepeBoauTcst Kak "GecripoBOAHAs TOUHOCTB'.

Jlo Hamrero BpeMeHH joluia JApyras ab0peBuarypa, KoTopas sSBISETCS TaKOHW K€ TEXHOJIOTHEH.
Oro abbOpeBuarypa "Wi-Fi". Takoe Ha3zBaHue OBUIO JaHO C HAMEKOM Ha CTaHIAPT BHICIICH
3ByKoBOM TexHUkHU Hi-Fi, 4T0 B mepeBoje o3HavaeT "BhICOKAas TOYHOCTH'.

Jla, OecmiaTHBI HMHTEpPHET-NOCTYN B Kade, OTeNsIX M a’dponopTax SBISIETCS OTIUYHOU
BO3MOXXHOCTBIO BBIXOJla B UHTEepHET. Ho MHOTHE 3KCIepThl CUMTAIOT, YTO o0mieocTynHbie Wi-
Fi cetu He aBnstoTCS 0€30NMaCHBIMU.

CoBeThlI 10 0€30MacHOCTH paboTHI B 00IIEAOCTYIHBIX ceTsx Wi-fi:

1. He nepenaraii cBoro nuunyto uHpOpMaImio yepe3 obmienocrynubie Wi-Fi ceru. Paborast B
HUX, ’eJIaTeJIbHO He BBOJUTH MapOJIU JOCTYIIA, JIOTHHBI U KaKhe-TO HOMepa;

2. Hcnone3yil M OOHOBISH aHTUBUPYCHBIE NpPOrpaMMbl M OpaHamayep. Tem caMbIM T
obe3omacuib ceds OT 3aKa4YKH BUpPyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnons3zoBanun Wi-Fi otkmoun ¢ynkumio "OO6uwmii noctyn k ¢aitiam u npuntepam'.
Jannast ¢GyHKIuUS 3aKpbiTa IO YMOJIYAHUIO, OJIHAKO HEKOTOpbIE MOJB30BAaTEIN aKTUBUPYIOT €€
JUTSE yI0OCTBA UCIIOJIb30BaHMsI B paboTe win yuebe;

4. He ucnone3yii nmyosmunbii WI-FI 11 mepenayum TMUHBIX TaHHBIX, HaIPUMEP JJIS BBIXO/A B
COIIMAJIbHBIE CETU UJIU B BJIEKTPOHHYIO MOYTY;



5. Ucnonw3yii Tonbko 3amuiienHoe coenunenue uepe3 HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunbHOM Tenedone orkiaroun GpyHkiuoo "Tloakmouenne k Wi-Fi aBromarndecku". He
JIOTTyCKail aBTOMaTHYECKOTO MOAKIIOUEHUs yCTpoiicTBa Kk ceTsim Wi-Fi 6e3 TBoero cormacusi.
CounanbHble ceTH

ConuanbHble CETH aKTHMBHO BXOJST B HAIly XM3Hb, MHOTHE JIOAM PaOOTalOT W KUBYT TaMm
noctosiHHO, a B Facebook yke 3aperucrpupoBaH MWUTHAPI YENOBEK, YTO SBISETCS OTHOU
CelIbMOM BCEX XHUTeNed IIaHeThl. MHOrMe MoJib30BaTelM HE MOHUMAIOT, YTO WHGOpMaLus,
pa3MelieHHasl UMU B COITMAIBHBIX CETSIX, MOXKET OBITh HalJIeHa W UCIOJIb30BaHA KEM YTO/IHO, B
TOM YHCJIE€ HE 0053aTeNbHO ¢ OJIarMMH HAMEPEHUSIMH.

OcHOBHBIE COBETHI 110 O€30MMACHOCTH B COITHAIBHBIX CETSIX:

1. Orpannub CUCOK npy3ed. Y TeOs B APY3bsSX HE JODKHO OBITH CIYYaHBIX M HE3HAKOMBIX
JIIOICH;

2. 3amumniaii CBOIO YacTHYIO Xu3Hb. He ykaswiBaii maponu, tenedoHBI, aapeca, IaTy TBOETO
POXIEHUS U APYTYIO JIHYHYI0 HWH(OpManuio. 3MOYMBINIICHHHKA MOTYT HCIOIh30BaTh JaXKe
MH(}OPMALIHIO O TOM, KaK Thl U TBOM POJIUTENN IUTAHUPYETE MPOBECTH KaHUKYJIbI;

3. 3ammimai cBOIO pENyTaluio - JEpKU €€ B YUCTOTE M 3ajaBail cebe BOMPOC: XOTen OBl THI,
YTOOBI ApYyrue TMOJNb30BaTeNM BHUAETH, YTO ThI 3arpyxaemb? [lomymaii, mpexae 4em dYTO-TO
OITyOJIMKOBATh, HAMKCATH U 3aTPY3UTh;

4. Ecnu Tl TOBOPHIIB C JIIOJAbMHU, KOTOPBIX HE 3HAENIb, HE UCIOJIB3YH CBOE peaJbHOE UMS U
JIPYTYIO THYHYIO HHPOPMAITUHU: UM, MECTO JKUTEIIBCTBA, MECTO yueObl U MpoUee;

5. N3berait paszmemnienus ¢ortorpaduiit B HTEpHETE, T ThI M300pakeH HA MECTHOCTH, TIO
KOTOpPOU MO>KHO OIIPEAETUTH TBOE MECTOIOJIOKEHHUE;

6. Ilpu perucrpanium B COLMAIBHOW CETH HEOOXOIUMO HCIIOIh30BaTh CIIOXKHBIC IapOJIH,
cocToAlIre u3 OyKB U IU(P U ¢ KOJINIECTBOM 3HAKOB HE MEHee §;

7. JIns conraibHOM CETH, MOYTHI U IPYTUX CAUTOB HEOOXOAMMO HCIIOIB30BATh Pa3HbIC MAPOJIH.
Torma ecnu TeOs B3JIIOMAIOT, TO 3JIOYMBIIIJICHHUKH TOTYYaT JOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

DJIeKTPOHHbBIE IeHbIH

DNEeKTPOHHBIE JIEHBIW - JTO OYECHb YIOOHBIM CMOCOO TIUIaTeXeH, OJHAKO CYIIECTBYIOT
MOIIEHHUKHU, KOTOPbIE XOTAT MOJIYYUTh 3TH JIEHbIU.

ONEKTPOHHBbIE JEHbIM TMOSIBHJIMCH COBCEM HEJAaBHO M HMEHHO M3-3a 3TOrO0 BO MHOTHX
rocyJapcTBax /10 CUX IOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu xe oHM (pYHKIHOHUPYIOT U O HUX YK€ MPOIMHMCAHO B 3aKOHE, /i€ UX Pa3AeisiioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIE U HE aHOHUMHbIE. Pa3Hulia B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOpBIX pa3peliaercss MpPOBOAUTH omnepauuu 0e3 HAeHTU(UKAIMKU TOJb30BaTeNsd, a B
HEAaHOHUMHBIX UACHTU(DUKAIUS MTOIH30BATENS IBISETCS 005S3aTeIHHOM.

Taxxe cienyer pa3nuyarh 3JEKTPOHHBIE PUATHBIE JEHBIU (PaBHBI TOCYAAPCTBEHHBIM BAJIIOTAM)
U DJIEKTPOHHBIC He(pHaTHBIC IEHbI'H (HE paBHBI TOCYAAPCTBEHHBIM BAIIIOTAM).

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C IEKTPOHHBIMH I€HbIAMU:

1. TlpuBssku K cueTy MOOWIBHBIN TenedoH. DTO caMblii yHOOHBIH W OBICTPBIH C€IOCOO
BOCCTAHOBUTH JOCTyHn K cdyery. llpuBsi3anHbIi TenedoH MOMOXKET, eciid 3a0yaemb CBOU
IJIATEKHBIN [1apOJIb UIIU 3alIe1Ib HA CAalUT C HE3HAKOMOI'O YCTPOMCTBA,

2. Wcnonp3yii omHopa3oBbie mapoiu. [locie mepexona Ha YCHICHHYIO aBTOPH3aLUI0 TeOe yKe
He Oy/IeT yrpoXxaTh OMACHOCTh KPa)XH WITU TepexBarta MIaTeKHOTO MapoJis;

3. BwiGepu crnoxubii maposb. [IpecTtymHukam OyneT HE TPOCTO yraiaTh CIIOXHBIM IapoOJib.
HanexxHble maponu - 3TO mapoiu, KOTOPhIE CoAepKaT He MEHee 8§ 3HAKOB U BKIIIOYAIOT B ceOs
CTpPOYHBIE U TPONUCHBIE OYKBbI, HU(PHl U HECKOJIHKO CHMBOJIOB, TaKM€ KaK 3HAK J0JUiapa,
(yHTa, BOCKJIMIaTeNbHBIN 3HaK U T.11. Hapumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSCIIIb.

DJIEKTPOHHAS MOYTA



ONEeKTpOHHAas MoYTa - 3TO TEXHOJIOTHMSI U MNPEAOCTaBISIEMBIE €0 YCIYTM IO IEPECBUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOIIEHHM, KOTOpBIE pacHpeiessioTcs B KOMIBIOTEPHOH CETH.
OO0bI9HO 3JEKTPOHHBIN MIOYTOBBIA  SILIUK BBITJISLAUT CJIEIYIOIIUM o0pazom:
UMs_TIOJIb30BaTeNA(@UMs_TOMEHa. Takke KpomMe TmepeJayd MpOCTOro TEKCTa, HMEeeTcs
BO3MOXHOCTb IepeiaBaTh (panibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM paboTe C ITCKTPOHHOM MTOYTOM:

1. Hamo BBIOpaTh NpaBUIIBHBIN IOYTOBBIA CepBUC. B WHTEpHETE €CThb OrPOMHBIM BBIOOD
OecIIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIy4IEe JOBEPSTh T€M, KOTO 3HAellb U KTO MEPBBINA B
peuTHHre;

2. He ykasplBaii B JWYHOM mouTe JUYHYI0 HHMopmarmio. Hampumep, myuine BbIOpaTh
"My3bIKaIbHBIN _(haHaT@" umn "pok2013" BMecTo "Temal3";

3. Ucnonb3yil ABYX3TalmHyIO0 aBTOPHU3AILMIO. DTO KOrjJa MOMHUMO Mapojisi HY>KHO BBOJUTH KO,
npucbUIaeMblil mo SMS;

4. BeiOepu Cl0KHBIN TTapodib. JIJIs KaXI0TO MOYTOBOTO SIIIMKA JOJIKEH OBITh CBOW HAaJICKHBIMH,
YCTOWYHUBBIN K B3JIOMY 1apOJIb;

5. Ecnm ectb BO3MOXKHOCTh HamucaTh CamMOMYy CBOM JIMYHBIM BOMNPOC, HCHOJB3YH 3Ty
BO3MO>KHOCTB;

6. Mcnonb3yll HECKOJIBKO MOYTOBBIX SIIIMKOB. [IepBbIil 111 YaCTHOM MEPENUCKH C aapecaTaMu,
KOTOPBIM ThI IOBEPSACIIb. DTO 3JIEKTPOHHBINA alpec HE HAZ0 MCIIOIb30BaTh IPU PETUCTPALIUU HA
dbopymax u caiftax;

7. He oTkpeiBail ¢ailnibl U Apyrue BIOKEHHS B MHCbMax, AaKe €CIM OHM HPUIUIM OT TBOMX
npy3ei. Jlydie yTouHu y HUX, OTHPABIISUIA JTU OHH TeOe ATH (aiibl;

8. Ilocne okoH4YaHHs pabOTHl HA MOYTOBOM CEPBHUCE Mepes 3aKphITHEM BKJIAIKHU C CAalTOM He
3a0yap HakaTh Ha "BeiidTu".

Ku0epOyJUIMHT MM BUPTYAJIbHOE H3/1€BATEIbCTBO

KubepOymnuHr - mpecienoBaHre COOOIICHUSIMHU, COJIEPKAIMUMH OCKOpPOJICHUS, arpeccuro,
3alyruBaHue; XyJUTaHCTBO; COLMATbHOE OOWKOTHPOBAHUE C MOMOIIBIO Pa3IMYHBIX MHTEPHET-
CEPBUCOB.

OcHOBHBIE COBETHI IO 60PHOE ¢ KUOEPOYIITMHIOM:

1. He ©pocaiicst B 60oii. JIyummii croco0: MocoBETOBAaThCA Kak ceOsi BECTH U, €CJIM HET TOTO, K
KOMY MOXXHO OOpaTuThCsi, TO BHayaJeé YCHOKOUTHhCA. Ecaum Tl HayHelmb OTBEYaThb
OCKOPOJICHUSMH Ha OCKOPOJICHHUS, TO TOJBKO €eIie OOJIBIIE pa30KKEITh KOHDIUKT;,

2. Yrpasnsaii cBoel KubeppenyTaimei;

3. AHOHUMHOCTH B ceTu MHHMasl. CyIIecTBYIOT CIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyJIUTaHCKUNA 00pa3 BUPTyaJbHOU >KM3HU. MHTEpHET UKCUPYET BCE TBOH
JIeMCTBUS M COXPAHACT UX. Y JalUTh UX OyAeT KpaifHe 3aTpyIHUTEIbHO;

5. Cobiro1aii CBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuyHbli HeraTuB. OJHOPa30Bble OCKOPOWUTENbHBIE COOOLICHHS JTydIle
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcsi Ha Ha4allbHOM CTauM;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIECHUSMU, B COLUATBHBIX CETIX
€CTh BO3MOKHOCTH OJIOKHUPOBKH OTIIPaBKU COOOIIEHUH C OMpeIeICHHBIX apeCcoB;

8. Ecnu ThI cBuaeTens kuOepOymnuHra. TBou NEHCTBUA: BBICTYIHUTHh HMPOTHUB MpECie0BaTEN,
MOKa3aTh €My, 4TO €ro JCHCTBUS OLIEHMBAIOTCS HEraTHBHO, MOJIEPKATh >KEPTBY, KOTOPOU
HYXHa TICUXOJIOTHYECKasi MOMOIIlb, COOOIIUTh B3POCIBIM O (DaKTe arpecCHBHOTO MOBEICHUS B
CeTH.

MoOunbHbIi Tes1eoH

CoBpeMeHHbIe cMapTHOHBI U TUIAHIIETH COJIEPKaT B ceOe BITOJHE B3POCIHbIN (YHKIIMOHAT, U
TENepb OHM MOTYT KOHKYPHPOBaTb CO CTAallMOHApHBIMHM KoMIbloTepamu. OJHAKO, CpenCTB
3alIUTHI 1711 TOJI0OHBIX YCTPONCTB MOKa OYeHb Mayo. TecTMpoBaHHE U MOMCK YSI3BHMOCTEH B
HUX TIPOMCXOJUT HE TaK MHTeHCUBHO, Kak mius IIK, To ke camoe kacaercs M MOOMIIBHBIX
MIPUITOKEHU .



CoBpeMeHHBIE MOOHMITEHBIE Opay3ephl YK€ MPaKTHUECKU JTOTHATN HACTOJIbHBIC aHAJIOTH, OJHAKO
pacmuperue GyHKIIMOHAIa BICUET 32 COO0M OOJIBIIYIO CJI0KHOCTh M MEHBIIYIO 3aIIUIIEHHOCTb.
Jlaneko He BCe TMPOW3BOAMUTEIN BBIMYCKAIOT OOHOBJICHHS, 3aKPBHIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JIJIsl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI 151 0€301aCHOCTH MOOMIIBHOTO Telle(oHa:

Huyero He sBnsercs mo-HacTodleMy OecruiaTHbIM. byab ocropokeH, Beap Korjga TeOe
npeiaraT OecIUIaTHRIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIATHBIC YCIYTH;
Hymaii, mpexxne uem otnpaBuTh SMS, ¢poro numm Bumeo. Thl TOUHO 3HAENTb, TA€ OHM OyIyT B
KOHEYHOM uTOre?

HeobxoamumMo 0GHOBIATE OMEPAIMOHHYIO CUCTEMY TBOETO cMapTQOHa;

Hcnonb3yit aHTUBUPYCHBIE TPOTPAMMBI JJIsl MOOMIIBHBIX TENe(OHOB;

He 3arpyxail npuioxkeHuss OT HEU3BECTHOTO HCTOYHHKA, BEIb OHU MOTYT COJEpP’KaTh
BPEIOHOCHOE MPOTrpaMMHOE 00eCTIeUeHNUE;

[Toce Toro kKak ThI BBIMJCIIL C CaldTa, T/I€ BBOJIWUJI JIMUHYIO WH(OpPMAINIO, 32l B HACTPONKH
Opaysepa u ynamu cookies;

[Tepuoanuecku nmpoBepsiii, KaKUe IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBoif HOMEp MOOWIBHOTO TenedoHa TOJNBKO JIOASM, KOTOPBIX THl 3HACHIb M KOMY
JOBEpsiCIIb;

Bluetooth momxeH OBITH BBIKIIOUEH, KOTJa ThI UM HE TOJb3yemibcs. He 3a0biBaii mHOTIA
IPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - ATO KPACOUYHBIE, 3aXBaThIBAIOIINE pa3BieueHus, 00bEAUHSIONINE
COTHHU THICSY YENIOBEK MO BCceMy MHpPY. ITpOKH HCCIEAYIOT NaHHBIM UM MUp, OOLIAIOTCS IPYT C
JIPYTOM, BBIMOJHSIOT 3aJlaHusl, CPAXKAIOTCS C MOHCTPAaMHU U IMOJIY4alOT OMBIT. 3a yIOBOJIbCTBUE
OHH IIJIATSIT: MOKYMAIOT IUCK, OTUIAYMBAIOT ADOHEMEHT WJIM MPUOOPETAIOT KAKUE-TO OIIIUU.

Bce atu cpeacTtBa uayt Ha mojanep)KaHUE U Pa3BUTHE UIPHI, a TaKKe Ha caMmy 0€30MacHOCTH:
COBEpIIICHCTBYIOTCS CHCTEMbI aBTOPU3AIlMH, BHIMTYCKAIOTCS HOBBIE MaTud (IU(POBBIC 3aIIaTKU
JUISI IPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momoOHBIX UTpax CTOUT OMacaThCsl HE CTOJIBKO CBOMX COMEPHHUKOB, CKOJIBKO KPaKd TBOETO
napoJisi, Ha KOTOPOM OCHOBaHa CUCTeMa aBTOPU3AIMK OOJIbIIMHCTBA UTD.

OCHOBHBIE COBETHI 10 O€30MMACHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Ecnu apyroii urpok BeneT ceds MI0X0 WM co3AaeT TeOe HEeNMPUATHOCTH, 3a0JOKUPYH €ro B
CIIUCKE UTPOKOB;

2. Iloxanyiica agMUHUCTpATOpaM HWIPbl HA IJIOXO€ IOBEICHUE 3TOT0 WIPOKA, >KEIATEIbHO
MPUIOKUTH KaKHe-TO IOKA3aTeNbCTBA B BUJIE CKPUHOB;

3. He yka3wiBaii mnunyro nHpopmaruio B mpodaiisie urpsl;

4. YBaxkall Ipyrux y4acTHUKOB I10 UIPE;

5. He ycranaBnuBaii Heo(HuIHaibHbIC TTATYH ¥ MO/IBI;

6. Mcnionb3yii CIOKHBIE U pa3HbIe MapOJIy;

7. Jaxe BO BpeMs UTPbl HE CTOUT OTKJIKOYaTh aHTUBUPYC. [IoKka Thl Urpaenib, TBOW KOMIBIOTED
MOTYT 3apa3UTh.

@OUIIMHT WIN KPaMa JUYHBIX JAHHBIX

OObBIYHON KpaxKeil JIeHer W JOKYMEHTOB CETOJHS YK€ HUKOTO HE YAMBUIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJICHHUKN [EPEeMECTUINCh B HHTEPHET, U MPOJOJIKAIOT
3aHUMATHCA "MIOOUMBIM" TETTOM.

Tak mosiBuIach HOBasl yrpo3a: MHTEPHET-MOLIEHHNYECTBA WM (UIIMHT, TJIaBHAs 1elb KOTOPOro
COCTOHT B TMOJIYYeHUU KOH(UIEHIIMAIBHBIX JaHHBIX MOJIB30BaTENCH - JOTMHOB M mapoieil. Ha
aHTJIMICKOM si3bIke phishing unTtaercs kak ¢ummar (ot fishing - peiOHast mosmus, password -
1apoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITHTHTOM:



1. Cnenu 3a cBouM akkayHTOM. Ecinu ThI mojo3peBaeiib, 4To TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE0OX0oaMMO 3a0JIOKMPOBATh €€ W COOOIIUTHh aJMUHUCTpPATOpaM pecypca 00 ITOM Kak MOKHO
CKOpEe;

2. Ucnionw3yit 6e30macHbie BEO-CalThI, B TOM YHCIIE, MHTEPHET-MAara3uHOB M IIOUCKOBBIX CUCTEM;
3. Hcnonb3yil ciio)kHBIe M pa3Hble mMapoyid. Takum oOpa3om, eciau TeOs B3JIOMAIOT, TO
37IOYMBIIUIEHHUKH MOJIYyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecau TeOsi B3JIOMalM, TO HEOOXOAMMO NPEAYNPEIUTH BCEX CBOMX 3HAKOMBIX, KOTOpBIC
00aBJICHBI Y T€OSI B IPY3bSAX, O TOM, YTO T€Os B3JIIOMaIM W, BO3MOXKHO, OT TBOEI0 UMEHHU OyIeT
pacchlUIaThCsl CllaM U CCHUIKHM Ha (DPUIIMHTOBBIE CANUTHI;

5. YcranoBu HanexHbI maposb (PIN) Ha MoOUIbHBIN TenedoH;

6. OTKIIIOYM COXpaHEHHe mapoiisi B Opaysepe;

7. He oTkpwiBaii (aiiyibl ¥ Apyrue BIOKEHHUS B MHUChMaX, Ja)Xe €CIIM OHU TMPHUIIUIA OT TBOMX
npy3eit. Jlydie yrouHu y HUX, OTHPABIISIIN JTU OHU TeOe AT (aiiiibl.

Hudposas penyrauus

Hudposas pemyramuss - 3TO HEraTUBHAas WM TO3UTHBHAs WHGOpMalus B ceTu O Teoe.
Komnpomerupytomas undpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEpbEe3HBIM 00pa3oM
OTpa3uThbCA Ha TBOEH peanbHON ku3HU. "Llndposas pernyranus” - 370 TBOH HUMHUIK, KOTOPBIHA
dbopmupyeTcst u3 nHGOpMaIUK O TeOe B MHTEPHETE.

TBoe MecTO >KMUTENbCTBA, yueObl, TBO€ (PMHAHCOBOE IOJIOKEHUE, OCOOEHHOCTH XapakTepa H
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue MOAPOCTKU JIETKOMBICICHHO OTHOCATCS K MyOJMKalUuu JIMYHOM uH(oOpManuu B
WuTepHere, He MOHUMAasi BO3MOXKHBIX MOCIEACTBUIN. Thl 1ake HE CMOXKEIIb JOTrafaTbCsi O TOM,
yTo oTorpadusi, pazMelieHHas 5 IeT HazaJ, cTajla IPUINHONW 0TKa3a MPUHATH TeOs Ha padoTy.
KommenTapuu, pazmenienre TBoux ¢gororpaduil u apyrue AecTBUs MOTYT HE UCUE3HYTh JaKe
[I0CJI€ TOTO, KaK Thl MX yAanulllb. Thl HE 3HACIIb, KTO COXPAaHWI 3Ty WH(OPMAIIHIO, MoTaia Ju
OHAa B TIOMCKOBbIE CHCTEMbl M COXpaHWIACh JU OHAa, a TJaBHOE: YTO MOAYMAalT O Tebe
OKpY’KaloIIMe JIOAHM, KOTOpbIe HAAyT u yBUAAT 3T0. HaiiT mH(OpMaIuio MHOTO JIeT CrycTs
CMOXET JIFOOOW - KaKk M3 JAOOPBIX MOOYXKACHHH, TaK U C HAMEPEHHEM NPHUYUHHUTH Bped. DTO
MOKET OBITh KTO YTO/IHO.

OCHOBHBIE COBETHI 110 3alTUTe ITU(POBOM perTyTaIuu:

1. [Moxymaii, mpex/ie 4eM 4TO-TO MyOJUKOBATh U NepeaaBarh y ceOs B OJ1ore Wi B COLMATLHON
CeTH;

2. B mactpoiikax mpo¢uis YCTaHOBH OTpaHWYEHHUS HA NPOCMOTP TBOETO MPOQHIS U €ro
COAEPKUMOTO, CIIeTal ero ToJIbKO "miis npy3ei”;

3. He pa3memaii 1 He yka3biBail MHPOPMALIMIO, KOTOPas MOXET KOTr0-IMOO OCKOPOJIATh WU
0o0MXaThb.

ABTOpCKOe PaBo

CoBpeMeHHbIE UIIKOJBHUKH - aKTUBHBIE MOJb30BaTenu LudpoBoro mpoctpaHcTBa. OmHako
JIaJIeKO HE BCE 3HAIOT, YTO MOJIb30BAHWE MHOTMMHU BO3MOXKHOCTSIMH IIM(POBOTO MHpa TpedyeT
coOJTI0ICHHSI TIPAB HA MHTEIICKTYAIbHYIO COOCTBEHHOCTb.

Tepmun "MHTEIEKTyajdbHas COOCTBEHHOCTb" OTHOCHUTCS K  Pa3IUYHBIM  TBOPEHHSIM
YEJIOBEUECKOro yMa, HauMHasi C HOBBIX M300pPETEHU M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TPOAYKTHl W YCIyIdM, W 3aKaH4YMBass KHUramu, ¢ororpadpusamu, KUHOPUIBMAMU H
MY3bIKaJIbHBIMHU MPOU3BEICHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha WHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha TPOM3BEICHUS HAYKH,
JUTEpaTypbl U MCKYCCTBAa. ABTOPCKHE IpaBa BBICTYNAIOT B KayecTBE TapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOopa He OyIeT HampacHbIM, JACT €My CIpaBeAUBBIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPyAa, MOJYyYUTh U3BECTHOCTh U MpPU3HAHHUE.
Huxkro Ge3 paszpernieHust aBTopa He MOKET BOCIPOU3BOIUTH €0 POU3BEACHUE, PACTIPOCTPAHSTh,
nyOJIMYHO JI€MOHCTPUPOBATh, NpOJaBaTh, HWMIIOPTUPOBATH, MycKaThb B IMPOKAT, MTYOJIUYHO
UCTIOJIHATS, IOKA3bIBATh/UCIIOIHATH B AHpe WK pa3memiaTts B IHTepHeTe.



Hcnonp3oBanue "Muparckoro" mNporpaMMHOrO OOECHedeHUs MOXKET IPHUBECTH K MHOTHM
pUCKaM: OT TOTEpPH JaHHBIX K TBOUM aKKayHTaM J0 OJOKHpPOBKM TBOEro YCTpPOMCTBa, IAe
yCTaHOBJICHA HeJleranbHas mporpamma. He cTouT Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JICTalbHbIC
u OecIyIaTHbIE MTPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeteBU4OK.p( - TBOH TJIABHBIA COBETYMK B CETH. 37€Ch Thl MOXKEIIh Y3HATh O O0€30MaCHOCTH B
CETH IOHATHBIM M JIOCTYIIHBIM $I3BIKOM, a IIpM BO3HUKHOBEHUM KPUTHUYECKOW CHUTyalluu
0o0paTUThCS 32 COBETOM. A TaKkKe MPUHATH ydacTHe B KOHKypcax M CTaTh CaMbIM LU(POBBIM
rpakJJTaHUHOM !



